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Products

Hardware Specifications

GE RJ45 Ports 8 or above

GE RJ45 Management 1 or above

GE SFP Slots 4 or above
10GE SFP+ Slots 2 or above

USB Port 1 port or above
Internal Storage 128 GB or above

System Performance

Firewall throughput

25 Gbps or above

IPS throughput

5 Gbps or above

Threat Protection throughput

2 Gbps or above

Concurrent connections

3 Million or above

New connections/sec

150000 or above

IPsec VPN throughput

10 Gbps or above

SSL/TLS Inspection 3,000 or above
SSL/TLS Concurrent connections 200000 or above
Firewall Policies 9K+

SSL-VPN Throughput 2 Gbps or above

Concurrent SSL-VPN Users

350 or above

High Availability Configurations

Active / Active, Active / Passive, Clustering

Others

Form Factor

Ear Mount, 1U or (2U max)

Power Required

100-240V AC, 50-60 Hz / Dual Power Supply

Support Web Application Firewall (WAF)

YES

Xe proposed solution must support Advanced Threat Protection YES
L (ATP).
‘THe proposed solution must support user-based policies. YES




and reporting mechanism

The proposed solution must Local support and all license for 1 | YES
Years

The proposed solution shall provide security protection by enabling | YES
the next generation features (IPS, Application control , URL filtering

, Anti- malware,Anti-Virus )

The proposed solution shall have the ability to intercept and inspect | YES
content of SSL encrypted traffic over the different needed security
features , and it shall support in bound and out bound inspection

The proposed solution shall provide deep packet inspection for YES
SSL encrypted traffic

IPS protection against known and unknown applications based on | YES
signature or anomaly detection

Layers 2 transparent firewalling and hybrid mode L2/L3 YES
The proposed solution shall provide application control and threat | YES
inspection

The proposed system should have integrated web filtering solution | YES
and it shall allow administrators to create local categories

User — identification based on integration with AD server YES
The proposed solution must provide a web based real time attack YES
log viewer and log searching and filtering capabilities

The proposed solution shall support in-box and external logging YES
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