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Introduction

This document aims to meet the requirements of the rapid development of information
technology and the requirements of "Internet + Education” in the development of Education
Informatization 2.0, and take into account the actual situation of informatization
development in colleges and universities. This code will guide colleges and universities
across the country to make full use of technologies such as cloud computing, big data, 0T,
mobile Internet, and Al to continuously improve the conditions for running schools and
create a networked, digital, intelligent, personalized, and lifelong education and teaching
environment. This code will promote the in-depth integration and innovative application of
information technology with the cultivation of talents, scientific research, cultural
inheritance and innovation, social services, and international exchanges in institutions of
higher education, improve the quality of education and teaching and the level of scientific
research services, enhance the ability of scientific decision-making and educational

governance, and train high-quality talents with innovative spirit and practical ability.
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Code for Construction of Digital Campus in Colleges

and Universities

1 Scope

This code gives the general requirements and main components of the construction
of digital campuses in colleges and universities, and stipulates the general requirements
of infrastructure, information resources, information literacy, application services, cyber
security and guarantee system.

This code is applicable to the planning, design, construction and implementation of

digital campuses and smart campuses in colleges and universities.

2 General Requirements

2.1 Construction Objective

Under the requirements of the Jordan Smart Education transformation strategy, the
digital campus construction of colleges and universities is an overall project that
digitalizes the teaching, scientific research, management, and service services and
campus environment of colleges and universities, and supports the intelligent application
of various services. The overall goal of digital campus construction in colleges and
universities is to make full use of information technology, especially intelligent
technology, around the fundamental task of cultivating a new generation of high-quality
talents. This code help realize the innovative exploration of the education mode of
colleges and universities under the conditions of informationization, the systematic
construction of cyber security, the intelligent connection of information resources, the
digital transformation of campus environment, the adaptive development of user
information literacy and the digital transformation of core businesses.

2.2 Construction Principles
Each institution of higher education may, in accordance with its own level of

construction, the characteristics and needs of the governance system, highlight the
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characteristics of the school and explore the application of wisdom on the basis of

ensuring that the requirements of this code are met.

The construction of digital campuses in colleges and universities should follow the

following basic principles:

Overall planning and step-by-step implementation: Institutions of higher education
should, in accordance with the development plan of their undertakings, focus on the
idea of "developing higher education with technology enablement" and aim at the
overall development of their colleges and universities, comprehensively consider the
vision of talent cultivation, scientific research, cultural inheritance and social services,
and set up corresponding organizational structures. Coordinate the business
authorities of the school to provide reasonable guarantee in terms of personnel and
funds according to the future business needs and technical trends, and formulate the
digital campus plan of the colleges and universities to guide the construction of the
digital campus. The planning proposal is 3-10 years. During the implementation
process, the planning should be taken as the guidance, considering the actual
situation, and the implementation should be carried out step by step in a planned and
step manner.

Overall design and standard guidance: The digital campus should be taken as a whole
in the construction of digital campuses in colleges and universities, strengthen the
overall design, ensure the coordinated development of digital campus infrastructure,
information resources, application systems, cyber security, and guarantee systems,
and avoid information silos. Colleges and universities should strengthen the utilization
of infrastructure, information resource sharing and application system integration
through the construction of management norms and technical standards, and improve
the efficiency and level of digital campus construction.

Application-oriented and data-driven: The construction of digital campuses in colleges
and universities should be guided by the needs of school career development,
teaching and research needs of teachers and students and campus management
services. In the construction and operation of digital campuses, colleges and

universities should continue to strengthen the development, accumulation,
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management and utilization of information resources. While continuing the
construction of transaction processing application systems, colleges and universities
should strengthen the construction of transaction analysis application systems, and
use big data technology to provide users with decision-making support and intelligent
services to promote the digital transformation of colleges and universities.

e Focus on integration and experience priority: In the construction and operation of
digital campuses in colleges and universities, attention should be paid to the
integration and data integration between various parts and systems, and the integrity
of digital campus should be brought into play, and integrated, personalized and
intelligent information and application services should be provided for all kinds of users.
Attach importance to user experience, and take the use experience of teachers and
students as an important evaluation index for the construction and operation of digital
campus.

e Safe and reliable, moderately advanced: Digital campuses in colleges and universities
should pay special attention to safety planning, safety implementation and safety
management mechanism construction, and build a complete digital campus safety
guarantee system to ensure the operation safety of digital campuses. The construction
of digital campus in colleges and universities should balance the advanced technology
and practicability, and make the system have good scalability and flexibility in
performance and capacity, so as to ensure that the technology platform can adapt to
the change of business requirements.

e Active exploration and innovative application: Information technology has always been
developing rapidly, and new technologies are emerging one after another. Colleges
and universities should actively explore innovative applications of new technologies,
such as Al, blockchain, edge computing, and intelligent networking, in the construction
of digital campuses, so that informationization can better support teaching, scientific
research, management, service and other business innovation and the development
of colleges and universities.

2.3 Construction Process

Digital campus construction is a system engineering, it is appropriate to proceed
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from the strategic orientation and actual needs of the colleges and universities, from the

top-down design, the whole campus business units collaborate and cooperate, the

overall planning of digital campus construction objectives, construction blueprint and

implementation steps. The construction of digital campuses in colleges and universities

can be carried out with reference to the following construction process according to the

actual situation:

Overall planning: Comprehensively review the business model and current situation
of the campus in teaching, scientific research, management, service, and cooperation,
proceed from the internal vision, analyze the requirements of the external environment
and internal strategic development goals for digital campus construction, consider the
future strategic planning, and formulate or improve the information planning related to
digital campus.

Overall design: Under the guidance of the digital campus planning and the actual
situation of the colleges and universities, the overall design or improvement of the
application model and technical architecture of the digital campus is used to guide the
construction of the digital campus.

Project construction: On the basis of clarifying the planning framework and specific
contents, further refine the construction objectives and contents of each business
section of the digital campus, form specific construction steps and construction
projects, and implement them in a planned way.

Operation and maintenance: The implementation of digital campus-related projects
shall be equipped with an operation and maintenance team to ensure the normal
operation and maintenance of the projects.

Evaluation and improvement: Evaluate the construction of each part of the digital
campus construction based on project data, user feedback, and business processes

to promote the continuous update of the digital campus construction.
Main Components

The digital campus of colleges and universities is the digital transformation and

expansion of the physical campus. The digital campus should be based on the specific
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business of the campus to sort out the process and digitize the physical campus, so as to

improve the overall operation efficiency of the campus and realize the smooth

development of teaching, research, management and service activities. Figure 1 shows

the overall structure of the digital campus.

The construction of digital campuses in colleges and universities mainly includes the

following parts:

The infrastructure mainly includes campus network, data center, teaching
environment, etc., which is the physical foundation of digital campus.

Information resources include basic data and business data with structured data as
the mainstay, and digital teaching resources, scientific research resources, cultural
resources and so on with unstructured data as the mainstay. They are the core
resources of digital campus.

Information literacy is the literacy and ability of all kinds of users in digital campus to
use information and technology, and is the basic requirement of giving full play to the
functions of digital campus and obtaining digital campus services.

Application services include basic application services provided by the colleges and
universities, various business systems and applications such as teaching and
research, management services, and campus operation, and various human-
computer interaction interfaces on the digital campus, providing information support
for various business activities of the campus.

Cyber security includes network infrastructure security, information system security,
information terminal security, data security, content security and security management,
which provides security guarantee for digital campus.

The guarantee system includes organization, personnel team, rules and regulations,
standards, funds guarantee, operation and maintenance service and evaluation
system, which is the basic condition for the construction and operation of digital

campus.
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Figure 1 Overall structure of digital campus in colleges and universities

4 |Infrastructure

4.1 Overview

Digital campus information infrastructure in colleges and universities is the
foundation and physical form of digital campus, generally including campus network, data
center, campus card, information teaching environment, information education
environment, virtual space environment, etc. The infrastructure provides technology,
equipment and physical environment support for various information applications, and is
the foundation of digital campus. The general requirements for infrastructure construction
are as follows:

a) According to the current situation and planning of digital campus construction, the

performance and capacity of infrastructure construction should be determined.

b) Mainstream and relatively mature technical routes and equipment should be

selected for infrastructure construction.
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c) Infrastructure safety shall be attached importance, and safety indicators shall
meet the requirements of Chapter 9 of this code.

d) Colleges and universities can use cloud services as a supplement to the digital
campus infrastructure of colleges and universities based on the actual situation

of colleges and universities and on the premise of security and compliance.
4.2 Campus Network

4.2.1 Overview

The goal of campus network construction is to build a converged network that
includes wireless networks, wired networks, and the Internet of Things (IoT) to provide
anytime, anywhere access for people, things, and information transfer for teaching,
scientific research, management, services, and campus services. Mainstream user
access authentication modes must be supported.

Campus network construction mainly includes campus network egress, backbone
network, wired access network, wireless access network, campus loT and campus 5G
network.

With the expansion of the campus network, the construction of the main equipment
room, aggregation and access node equipment rooms of colleges and universities is
becoming more and more important. The construction of the machine room of the
second-level unit shall be suitable for the configuration of the main machine room of the
school level.

Note 1: Mainstream user access authentication modes include but are not limited to IEEE 802.1x,

Portal, and MAC.

4. 2.2 Campus Network Egress
a) Security protection devices such as egress routers and firewalls must be
deployed at the egress area of the campus network.
b) To ensure reliability, devices must be deployed in redundancy mode.
c) The egress bandwidth must meet the use and development requirements of the

school.
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4. 2.3 Campus Backbone Network

a)

b)

c)

d)

e)

f)

9)

h)

It should be able to carry wired, wireless, and 10T services and meet the access
requirements of various data terminals and sensor devices in schools.

The overall network architecture should meet the overall development

requirements of the school in the next 5-10 years in terms of performance,

capacity, high reliability, and technology application.

The overall network architecture can be expanded based on the coverage area,

number of terminals, and service requirements. The architecture does not need

to be adjusted.

IPv4 and IPv6 dual stack deployment is supported.

Different network areas can be divided to meet different management and control

requirements.

Do not deploy important network areas at the Internet border. Use the switch ACL,

firewall, and physical gap technologies to isolate important network areas from

other network areas.

Redundancy must be provided for communication lines, key network devices, key

security devices, and key computing devices to ensure system availability.

Wired and wireless access networks should be managed in a unified manner.

When users access the campus network in wired and wireless mode, the

permissions and service connections must be consistent.

There shall be a real-name authentication and registration mechanism for users

and devices.

4.2.4 Wired Access Network

a)

b)

Periodic access tests should be conducted to ensure the availability of the access
network and the expected number of users can access the network and use the
network normally.

The wired access network shall comply with the provisions of MOHE.

4. 2.5 Wireless Access Network

a)

Determine the construction solution and select the corresponding devices for
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deployment based on the requirements of different scenarios and services on
the campus.
b) Wireless campus networks should cover all campus scenarios to meet the
ubiquitous teaching and learning requirements of teachers and students.
c) Periodic access tests should be conducted to ensure the availability of the access
network and the expected number of users can access the network and use the
network normally.

d) The wireless access network shall comply with the provisions of MOHE

4. 2.6 Campus Internet of Things (Optional)

a) The design of campus loT needs to consider technology maturity, openness,

scalability, and compatibility with network infrastructure.

b) The loT architecture design can refer to the 10T perception layer, loT access layer,
0T data management layer, 10T data application layer, and 10T security. The loT
architecture design ensures open, decoupled interfaces between layers and
application data sharing, meeting future application and protocol expansion
requirements.

Note 2: All the clauses marked with "(Optional)" in this specification are optional for construction,

and the whole document is the same as that in this document.

4.2.7 Campus 5G Network (Optional)
5G networks feature high bandwidth, low latency, and wide connections. 5G
networks can enrich various service applications and teaching, research, and life service
scenarios in universities in terms of time domain, space domain, and audience.
Example: The 5G network can be used for VR/AR teaching, real-life training, remote synchronous
classroom, and live broadcast of campus activities.
5G network construction in colleges and universities can be considered as follows:
a) Based on the requirements of teaching, research, and management scenarios,
carriers' networks, CERNETS, and self-owned campus networks of colleges and
universities can be constructed.

b) Multiple construction solutions, such as network slicing and hybrid networking,
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can be proposed.
c) If there are requirements for data security, local breakout, and machine vision, it
can be combined with edge computing to implement data security isolation, multi-

service bearing, and multi-application convergence.
4.3 Data Center

4.3.1 Overview

The objective of data center construction is to build secure, efficient, and energy-
saving data center infrastructure, secure, stable, and efficient networks, computing
(server) systems, storage systems, basic software systems, and backup and disaster
recovery systems, and provide a favorable environment for information applications. A
data center consists of the equipment room, network system, computing (server) and
storage system, backup and disaster recovery system, and basic software system. Data
centers can also build cloud computing platforms, big data platforms, and artificial

intelligence platforms as required.

4. 3.2 Equipment Room
A data center equipment room provides an operating environment for centralized
electronic information devices. The construction requirements are as follows:
a) Generally, the equipment room consists of the main equipment room, auxiliary
area, support area, and administrative area.
b) The design and construction of the data center equipment room must comply with
MOHE
c) Energy-saving solutions such as modularization and local cooling should be
considered. (Optional)
d) An intelligent O&M management platform should be established to manage IT
assets, cooling, power supply, and space. (Optional)
e) Intelligent unmanned O&M measures should be considered to reduce technical

requirements for O&M personnel and improve reliability. (Optional)
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4. 3.3 Network System

The data center network system is connected to the core network devices of the
campus network and to the host (server) system, storage system, and data backup and
disaster recovery system of the data center. The construction requirements are as
follows:

a) To improve network reliability and performance, stacking and virtualization

technologies can be used.

b) Data center switches must be configured based on the actual network traffic
requirements. Optical fibers are recommended for connecting switches.

c) The integrated cabling system of the data center should be designed based on
the number of servers and storage devices. If the number of servers and storage
devices is large, it is recommended that top-of-cabinet switches be used to
reduce the number of cabling devices.

d) The data center network should support the IPv4 and IPv6 dual stack operating
architecture.

e) Based on the actual security requirements, the data center network system
should be configured with independent security devices, such as firewalls and

web application firewalls, and deployed layer by layer as required.

4. 3.4 Computing and Storage System
A data center computing system is a dedicated system and device that provides
services such as information processing and resource release in a network environment.
A storage system is an external storage system that provides the functions of storing and
backing up information. It consists of the storage media subsystem, control subsystem,
connection subsystem, and storage management software subsystem. The construction
requirements are as follows:
a) PC servers are recommended for the computing system of the data center. The
virtualization technology can be used based on the performance requirements
of the application system.

b) When the computing density is high, blade servers are used to reduce the cabling
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complexity.

c) The storage system can be a storage area network (SAN), network-attached
storage (NAS), or hybrid mode based on actual applications. A unified storage
system that supports multiple protocols can be used.

d) Based on the actual situation of the school, the cloud architecture can be

constructed based on the hyper-converged architecture. (Optional)

4. 3.5 Basic Software System

The basic software system of the data center includes basic services such as DNS,
NTP, log service, monitoring service, VPN, configuration and management, and basic
software such as operating system software, web service software, application service
software, and database software. The construction requirements are as follows:

a) To ensure the stable running of related services in the data center, campuses are
advised to set up independent DNS and NTP services and configure internal DNS
and NTP services for related devices in the data center.

b) All devices in the data center must be configured with a unified log service and
use protocols such as Syslog to collect logs in a unified manner, providing support
for subsequent problem check and security evidence collection.

c) A software and hardware monitoring platform must be configured in the data
center to monitor the running status of software and hardware in a unified manner.
If conditions permit, a third-party monitoring platform can be used to monitor the
service quality of key service systems.

d) Itis recommended that the VPN service be configured for the data center so that
the administrator can remotely manage devices in the data center.

e) The appropriate basic software should be selected based on the requirements of
the application and service.

f)  Genuine licensing services for common software should be established.

g) A data center can establish a basic configuration library for devices and software

for unified management. (Optional)
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4.3. 6 Backup and DR System
Backup refers to the process of copying data in the file system or database system.
In the event of a disaster or mis-operation, the system can be recovered in a timely
manner. When the computer system suffers from natural disasters such as fire, flood,
earthquake, and war, or human disasters such as computer crimes, computer viruses,
power failures, network/communication failures, hardware/software errors, and human
operation errors, the disaster recovery system ensures the security of user data. It even
provides uninterrupted application services. The construction of the backup and disaster
recovery system complies with the MOHE. The construction requirements are as follows:
a) Systems in a data center should be classified into different levels based on
importance, uninterrupted time, and data loss tolerance. Different backup and DR
solutions should be designed based on different levels.
b) Local backup is preferred. If a large amount of data is to be backed up, the
distributed cluster backup architecture is recommended.
c) The disaster recovery system consists of data disaster recovery and application
disaster recovery. In the construction of data centers in colleges and universities,
data disaster recovery is recommended. If a college or university has multiple

campuses, the multi-DC DR solution can be used.

4. 3.7 Cloud Computing Platform (Optional)

The cloud computing platform uses cloud computing technologies such as
virtualization to abstract physical devices into logical resources. One server becomes
multiple isolated virtual servers and hardware becomes a resource pool that can be
dynamically managed, improving resource utilization and simplifying system
management. Construction requirements are:

a) The cloud computing platform must be reliable, scalable, and open. The cloud
computing platform must support the VM HA mechanism and backup and disaster
recovery services. The platform can use mainstream public cloud, private cloud,
or hybrid cloud facilities in the industry and supports mainstream virtualization

technologies. SDK packages and APIs must be provided for secondary
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b)

development.

The cloud computing platform should provide the user self-service function,
allocate virtual data centers to tier-2 organizations, and support charging.

The cloud computing platform provides cloud operation management and cloud
O&M capabilities for administrators. Operation management manages cloud

services, and O&M management monitors clouds.

4. 3. 8 Big Data Platform (Optional)

The big data platform centrally manages and centrally stores various data and

resources of the school, provides data storage and computing services for the

information resource management service platform, and supports upper-layer service

applications. The construction requirements are as follows:

a)

b)

The big data platform should provide multiple data processing technical
frameworks, including but not limited to the batch processing computing
framework, memory computing framework, stream computing framework, graph
computing framework, and batch flow convergence computing framework.

The big data platform should adopt the hybrid storage architecture such as
relational databases, parallel (MPP) databases, and Hadoop. Select the most
effective storage mode based on data features and application scenarios. It is
recommended that the hardware support tiered storage on storage devices with
different performance based on data importance, access frequency, capacity,
and performance.

The big data platform must support cluster management and time-based dynamic
resource adjustment, facilitating cluster scale adjustment and dynamic resource

scheduling.

4. 3.9 Al Platform and Tools (Optional)

Al platforms and tools provide core capabilities such as machine learning, algorithm

services, and model management, and provide capabilities for developing, training,

deploying, running, and managing Al algorithms. Colleges and universities may be built

according to actual conditions.
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The
platform:

a)

b)

following principles should be observed during the construction of the Al

Platforms and tools must meet the requirements of openness, high reliability, and
availability and provide a unified service framework and interface framework.
Platforms and tools must support mainstream Al algorithms, programming
models, and computing frameworks in the industry. The interfaces between
modules must comply with the common architecture and protocols in the industry

and be compatible with the interfaces of mainstream open source frameworks.

4.4 Campus Card System

The

goal of campus card system construction is to rely on the campus identity

authentication function and standardized charging mechanism of campus card, promote

the integration of campus information application, and provide convenient and fast

service experience for cardholders. The construction of the campus card system shall

complete the construction of the card, application system and security system under the

requirements of the overall design of the school informatization. The construction

requirements are as follows:

a)

b)

c)

d)

The campus card can be a physical card or a virtual card. The selected
contactless CPU card shall comply with ISO/IEC 14443 series standards. The
PSAM card shall comply with ISO 7816-1/2/3/4 standard and JR/T 0025-2005.
The card shall identify the cardholder's information, such as name, gender,
certificate number, validity period, photo, etc. Campus cards can be divided into
different card types according to management requirements.

The information stored in the card should generally include basic card information,
cardholder information, wallet account information, application information, and
key information.

The campus card application system shall comply with JR/T 0025-2005
specifications for cards, terminals, transactions, and security in applications.
The consumption, access control, and sign-in systems for cardholders should be
networked and offline adaptive.

The campus card platform should provide open service interfaces and data
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interfaces for third-party application systems and support functions such as third-
party mobile payment.

g) The generation, preservation and use of campus card keys shall be organized by
special departments arranged by the school.

h) The campus card system should be privatized and deployed in the school. The
application system and data should be managed by the school independently.
The system runs based on hardware-level encryption devices.

i) Campus card terminals shall be managed and authorized by the school in a
unified manner, and shall support management functions such as loss reporting
and invalidation.

i) The physical campus card can be planned to support general social applications,
such as the municipal bus card function. (Optional)

4.5 Informationized Teaching Environment

According to the teaching needs, colleges and universities should analyze the needs
of classroom teaching, online teaching and hybrid teaching, design or transform the
physical learning space supported by information technology, and strengthen the
construction of virtual learning space based on network.

In the construction and transformation of physical learning space in informationized
teaching environment, audio system, display system, intelligent control system, power
supply and distribution system, lighting system, information network and system
integration should follow the requirements of MOHE. The construction of language
learning classrooms shall comply with the requirements of MOHE, and the construction
of electronic examination rooms shall comply with the relevant requirements of MOHE.

In addition to the above basic functions, the information-based teaching environment
of colleges and universities can be constructed as follows according to teaching needs:

a) Provides a variety of tools and features to support teacher-student interaction in
and out of the classroom. (Optional)

Example: Teacher-student interaction tools and functions include but are not limited to group
display, wireless projection, online quiz answering, bullet comment, and data analysis.

b) Support information communication and data integration between classroom
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teaching and online learning systems and applications. (Optional)

c) Supports real-time data collection and transmission of the environment, and
realizes intelligent adjustment and control of related devices in the teaching
environment according to teaching requirements and environmental conditions.
(Optional)

Example: Environmental real-time data may include, but is not limited to, natural light, lighting,

air quality, temperature, humidity, location, and the like.
4.6 Informationized Education Environment

In addition to the basic information teaching environment, colleges and universities
should explore the application of information technology and artificial intelligence
technology in the whole process of cultivating talents, and build a new education
environment combining human skills, such as intelligent teaching building, virtual
laboratory, intelligent library, intelligent gymnasium, intelligent museum/exhibition
hall/school history museum, and intelligent dormitory. Intelligent practice base, and other

intelligent environments.

5 Information Resources

5.1 Overview

Information resources are the general name of all kinds of structured, semi-
structured and unstructured data produced, used and accumulated in the process of
informationization in colleges and universities. Information resources play a key role in
the construction of digital campuses in colleges and universities. In the construction of
digital campuses, colleges and universities should put the construction of information
resources in a key position, gradually form a global information resource database with
perfect content, accurate data, orderly organization, extensive connection, timely update,
safe and reliable, and high-quality service, so as to provide high-quality information
services for school development, teachers and students, users and the public. The
general requirements for information resource construction are as follows:

a) Colleges and universities should make overall planning and design of the content,
standards, construction plans and technical platforms of the construction of
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b)

c)

d)

e)

f)

school information resources.
The collection, storage, management and use of information resources shall
comply with the requirements of relevant national laws and regulations and
relevant administrative regulations.
In the work of informationization in colleges and universities, the standard of
information resources should be emphasized, and the existing national standards
and industry standards of information resources should be referred to MOHE
policy. To formulate school standards for various information resources to guide
and standardize the construction, management and use of information resources;
Implement relevant standards and specifications into specific workflows,
business specifications, and technical platforms to ensure the implementation of
standards and specifications.
Colleges and universities should attach importance to the protection of privacy,
copyright and security of information resources.
Colleges and universities should strengthen data governance, continuously
improve the quality of information resources, and enhance the value of
information resources.
Colleges and universities should take practical measures to promote and
encourage the sharing and innovative application of information resources, and

give full play to the value of information resources.

The information resources of colleges and universities mainly include basic data and

business data based on structured data, infrastructure operation data based on semi-
structured data, and digital teaching resources, scientific research resources, cultural
resources and management service resources based on unstructured data. This chapter
stipulates the construction requirements for basic data, business data, teaching
resources, scientific research resources, and cultural resources, and stipulates the

construction requirements for information resource management service platforms.

5.2 Basic Data

Basic data includes master data and reference data. It is the most important

information resource of the colleges and universities and the basis for other information
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resources to be associated. The construction of basic data should be put in the top

priority of the construction of school information resources. Requirements for basic data

construction are as follows:

a) Accurate and complete basic campus data should be planned and built, including

physical campuses, personnel institutions, disciplines, equipment, assets, etc.
For the missing basic data, priority should be given to supplement the
construction through appropriate means.

Note 3: Physical campuses may include but are not limited to campus land, buildings,

facilities, etc. Personnel institutions may include but are not limited to organizations, faculty,

students, alumni, etc. Disciplines may include, but are not limited to, disciplines, courses, cross-

research areas, etc.

b)

d)

9)

h)

The basic data standards of colleges and universities shall be formulated with
reference to the relevant national and industry standards and according to the
specific conditions of colleges and universities, and the basic data catalogue shall
be released and updated in time.

The data source of each basic data and the responsible unit shall be specified to
ensure the quality of basic data, update the basic data in a timely manner, ensure
the real-time performance of basic data, and provide high-quality basic data
services for users and other applications.

Proper interface specifications and service interfaces should be provided to
enable basic data to provide quality services for authorized users and applications.
The colleges and universities should strengthen the transparent management
and sharing mechanism of basic data to prevent data abuse, private use,
hegemony and data fraud.

A high availability mechanism for basic data should be established. (Optional)

A historical database of basic data should be built to record the status changes
of basic data. (Optional)

The basic data must be backed up periodically and the basic data at different time

points must be retained. (Optional)
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5.3 Service data

Business data refers to the data generated in teaching, scientific research,
management and service activities of colleges and universities. It records the process
and results of various business activities of colleges and universities, and covers the data
generated and processed by the main business activities of colleges and universities. It is
an important part of the information resources of colleges and universities.

Requirements for building service data are as follows:

a) The colleges and universities should sort out the important service data status of
colleges and universities as soon as possible, plan the construction content of
school data and school management service data, and compile the data asset
catalog. For the missing important service data, the information system should be
constructed first to collect and manage the data.

b) Service data standards shall be formulated and implemented with reference to
national and industry standards, according to the requirements of competent
departments at all levels, taking into account the service activities and data
analysis requirements of colleges and universities.

c) According to the requirements of service data management and application, the
appropriate data modeling method should be selected and the service database

should be constructed.
5.4 Digital Teaching Resource

5.4.1 Overview

Digital teaching resources are the core elements of informationization promoting the
sharing of high-quality educational resources, and refer to the digital teaching content
resources serving the curriculum construction and educational teaching process of
colleges and universities. The digital teaching resources of colleges and universities
mainly include online courses, digital teaching materials, experimental practice
resources, academic report resources and so on. Colleges and universities should build
a school-level teaching resource management and application platform according to their
needs. Colleges and universities with conditions can build a teaching resource

knowledge management system, integrate all kinds of teaching resources, and provide
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content services for teachers and students according to their authority. The digital
teaching resource management platform shall follow the relevant national standards and

the general technical specifications of the colleges and universities.

5.4.2 Online courses
Colleges and universities shall carry out online course planning and resource
construction according to the actual conditions of the colleges and universities, including

but not limited to the following:

a) Select high-quality core courses in discipline construction and adopt incentives to

encourage teachers to build online courses.

b) Technical teams and resources can be deployed to build an environment to
support teachers to build online courses by themselves or in collaboration with
professional teams.

c) The colleges and universities will promote various trainings and promote
teachers' understanding and application of online teaching methods and
information technology tools and platforms.

d) Teachers are encouraged to use existing online courses to explore teaching
innovations such as flipped classrooms, blended learning, inquiry learning, and
collaborative learning.

e) Comply with or establish certain technical specifications to ensure the quality of
online course resources. The construction elements and technical requirements
of online courses must comply with MOHE.

f)  Teaching teams are encouraged to use online courses for excellent teachers to

conduct teaching research and teacher training. (Optional)

5. 4. 3 Digitalized Teaching Material

Colleges and universities should encourage teachers to actively develop electronic
textbooks, network textbooks, multimedia teaching courseware, software and teaching
websites suitable for students on the basis of compiling, revising or introducing high-level
teaching materials. Colleges and universities should provide the following support to

teachers developing digital teaching materials:
a) Provide technical support personnel, encourage teachers as the main technical

support personnel as the supplement, joint design and development.
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b)

c)

d)

Promote training in technical methods and tools for the production of digital
teaching materials using information technology.

Establish a digital teaching material update mechanism to ensure the timely
update of teaching materials.

Teachers are encouraged to use digital teaching materials in their teaching.
Provide digital media production tools or environments to support teachers in self-

help production of digital teaching materials. (Optional)

5.4. 4 Lab Practice Resources

According to the needs of experimental practice education, colleges and universities

should use information technology to strengthen the construction of experimental practice

resources. The institutions of higher education should support the construction of

experimental practice resources from the following aspects:

a)

b)

d)

e)

f)

9)

Equipped with technical teams to support the informatization construction of
laboratories.

Using information technology and subject content to develop online experimental

teaching resources.

Establish the development and use environment of virtual experiment training

resources. (Optional)

Teachers and professional teams are encouraged to work together to build

immersive experimental teaching resources by using virtual reality and virtual

simulation technology. (Optional)

Teachers and related enterprises are encouraged to cooperate in the construction

of experimental and practical teaching resources. (Optional)

The experimental equipment are transformed by using communication and loT

technology to realize the experimental system that can be remotely controlled.

(Optional)

Teachers are encouraged to cooperate with relevant enterprises and technical

teams to promote the intelligent management and service of teaching experiment

systems. (Optional)
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5.4.5 Academic Report Resources

Colleges and universities should record and accumulate various academic
conferences, lectures and reports in time, and provide general and frontier teaching
resources for cultivating talents. Colleges and universities should encourage teachers to
accumulate valuable and shareable academic report teaching resources in the school-

level teaching resources platform.
5.5 Digital Scientific Research Resources

5.5.1 Overview

Digital scientific research resources mainly refer to all kinds of scientific research-
related digital resources produced and used by scientific research personnel in the
process of scientific research activities, mainly including electronic database resources,
scientific data resources, application software resources and institutional knowledge
base. Digital scientific research resources directly serve the scientific research work of
colleges and universities, and are an important part of information resources of colleges

and universities.

5. 5.2 Electronic Database Resources

Electronic database resources include official publications of books and periodicals,
preprinted papers and other phased research results that are not officially published. It can
be divided into academic journal papers, conference papers, academic thesis, works,
patents, standards, government reports, manuals, dictionaries, preprinted documents,
open access resources, digital archives, etc. Construction requirements are:

a) Colleges and universities should, in accordance with the development goals of
discipline construction plans, plan and build high-quality databases covering the
needs of teachers and students of all majors in their schools, meet the needs of
scientific research, teaching and talent cultivation, and provide quality services to
teachers and students.

b) Colleges and universities should coordinate the development of digital resources,
paper resources and other carrier resources, establish a mechanism of co-
construction and sharing inside and outside the campus, scientifically organize,

reveal and integrate all kinds of resources, establish a retrieval system, and
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improve the visibility and acquisition efficiency of resources.
Colleges and universities should strengthen the construction of electronic
database evaluation system and the analysis and evaluation of the use of

electronic database.

5. 5. 3 Scientific Data Resources

Scientific data resources include all kinds of data used and generated by scientific

researchers in the process of scientific research, including experimental data,

investigation data, analysis data, measurement data, data generated by information

system, etc. Construction requirements are:

a)

b)

d)

Colleges and universities should formulate scientific data management norms
and promote their implementation.

Scientific data management should follow the relevant metadata standards in the
field of science and technology and research.

On the premise of complying with laws and regulations and intellectual property
rights, institutions of higher education should encourage the sharing and
application of scientific data.

Colleges and universities should promote the collection, storage, management

and sharing of scientific data through technical means. (Optional)

5. 5.4 Application software resources

Application software resources refer to tools and software resources used in

scientific research, such as scientific research literature management tools. Construction

requirements are:

a)

b)

Colleges and universities should make full use of open-source software or
purchase widely used commercial software according to the scientific research
needs of teachers and students to provide support for scientific research, data
processing and scientific research creation, and improve scientific research
efficiency.

Colleges and universities should provide teachers and students with training and

technical support services for mainstream application software resources.
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(Optional)

5. 5.5 Institutional Knowledge Base (Optional)

Institutional knowledge base is a new mode of academic exchange and resource

sharing based on the concept of global openness. It has become an important tool and

mechanism for preserving, managing and disseminating institutional knowledge assets.

a)

b)

c)

d)

e)

Colleges and universities should encourage the combination of the construction
of institutional knowledge base with the management of scientific research
resources, formulate relevant policies, and ensure that institutional knowledge
assets can be managed, discovered, disseminated and preserved for a long time.
Colleges and universities should connect the institutional knowledge base with
the scientific research management information system to form the internal
scientific research management ecology.

Colleges and universities should support the statistical analysis of institutional
knowledge resources in different dimensions to provide decision-making support
for scientific research management departments.

The institutional knowledge base of colleges and universities should be combined
with the scientific research management process to realize the management and
monitoring of scientific research projects.

Colleges and universities should formulate incentive policies to encourage the
storage of the post outputs (research results and information) of their scientific
research personnel in the scientific research activities that receive public funding
into their own knowledge base, and attach importance to the collection, collation,
disclosure, association and sharing of other institutions' knowledge base.

Higher education institutions should encourage data sharing among institutional

knowledge bases.

5. 6 Digital Cultural Resources

Digital cultural resources refer to the digital resources created by teachers and

students in the process of running schools, based on the function of cultural inheritance

and the development of teachers and students’ culture. It mainly includes Internet youth
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cultural resources, four historical resources, excellent traditional cultural resources,
characteristic resources and so on. Colleges and universities should actively explore the
construction, accumulation and application of digital cultural resources.
5.7 Information Resource Management Service

Colleges and universities should build and provide school-level information resource
management services, and can build a system platform to provide a technical
environment for the collection, storage, development, management and service of all
kinds of information resources. Under the guidance of school planning, institutions of
higher education should consider different information resources such as basic data,
service data, infrastructure operation data, teaching resources, scientific research
resources, management service resources and other information resources, and
consider different data formats such as structured data, semi-structured data and
unstructured data in light of the actual situation of the school. Considering different
application scenarios such as transaction processing, transaction analysis, and historical
archiving, appropriate data modeling methods and technical platforms are adopted to
provide technical guarantee for the management and operation of school information
resources and provide quality services for various users and applications.

The requirements for building the system platform related to the information
resource management service are as follows:

a) Support the collection of main information resources of colleges and universities.

b) Support the storage of major information resources of colleges and universities.

c) Support the development of information colleges and universities.

d) Supports information resource security management, data quality management,

and metadata management.
e) Provides application interfaces and data interfaces, and supports multiple data

sharing and data services.

6 Information Literacy

6.1 Overview

Information literacy is the consciousness, ability, thinking and cultivation of individuals
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to obtain, integrate, manage and evaluate information by using information technology,
understand, construct and create new knowledge, discover, analyze and solve problems.
The cultivation of information literacy is an important part of training high-quality and
innovative talents in colleges and universities. The digital campus of colleges and
universities is a complex system of man-machine combination. Improving the information
literacy of college users is helpful to improve the construction and operation level of
digital campus of colleges and universities.

This specification will stipulate the composition elements of information literacy and

the training methods of information literacy.
6.2 Information Literacy Components

6. 2.1 Information Awareness
The information awareness of the teachers and students in colleges and universities
includes:
a) It has the awareness of distinguishing the authenticity, practicality and timeliness
of information.
b) Distribute your attention reasonably according to the value of the information.
c) Have the consciousness of using information technology to solve the problems in
their own learning life.
d) It has the awareness of discovering and exploring the role and value of
information technology and information in teaching, learning, work and life.
e) It has the awareness of actively using information technology to optimize and
innovate teaching and learning and realize individual sustainable development.
f)  Be aware of the restrictive conditions of the application of information technology
in teaching and learning.
g) Have the courage to face and actively overcome the difficulties in information
teaching and learning.
h) Have the awareness of actively learning new information technology to improve

their own information cognition level.
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6. 2. 2 Information Knowledge

The information knowledge of teachers and students in colleges and universities

includes:

a)

b)

d)

Understand the concepts and basic theoretical knowledge of information science
and technology.

Understand the current development process, application status and

development trend of information technology.

Understand the basic knowledge of information security and information property

rights.

Master the use of information teaching, learning, scientific research and other

related equipment, systems and software in the subject field.

Understand the channels for seeking guidance from information experts (e.qg.,

librarians, information technology support personnel, etc.).

6. 2. 3 Information Application Capability

The information application ability of teachers and students in colleges and

universiti

a)

b)

d)

es includes:

Be able to select appropriate query tools and strategies to obtain the required
information, and screen the comprehensiveness, accuracy and academic value
of the search results.

Be able to effectively organize, process and integrate information according to
their own needs, and solve problems in teaching, learning, work and life.

Be able to use information tools to classify, organize, and store the obtained
information and data, and establish a personal resource library.

Be able to evaluate and filter information, analyze and summarize the selected
information, and integrate it into its own knowledge system.

Be able to reasonably select and flexibly adjust teaching and learning strategies
according to teaching and learning needs.

Have the ability to innovate and create, be able to discover and refine new

teaching modes, learning methods and research problems.
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9)

h)

Be able to actively create, improve, release and improve information based on
actual conditions.

Be able to reasonably choose the way to communicate and share information in
different occasions or environments.

Good expression skills, accurate expression and exchange of information.

6. 2. 4 Information Ethics and Security

The information ethics and safety literacy of teachers and students in colleges and

universities includes:

a)

b)

d)

e)

f)

Respect knowledge, advocate innovation, and recognize the value of information
labor.

Do not browse and disseminate false news and harmful information.

In the process of information utilization and production, respect and protect

intellectual property rights, abide by academic norms, and put an end to academic

misconduct.

During information utilization and production, pay attention to protecting personal

and other people's private information.

Master information security skills to prevent attacks such as computer viruses and

hackers.

Back up important data periodically.

6.3 Information Literacy Cultivation Mode

6. 3.1 General Requirements

Colleges and universities should actively develop information literacy cultivation,

integrate online and offline education methods, continuously expand educational content,

and carry out information literacy education activities in various forms with credit courses

as the mainstay, embedded teaching and training lectures as the supplement. Help users

continuously improve their ability to use information and information technology to study,

research and work.
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6. 3. 2 Teacher Information Literacy Training

a)

b)

c)

d)

Colleges and universities should incorporate the improvement of teachers'
information literacy into the basic ability construction of teachers and the scope
of continuing education to ensure the normalization and continuity of the
improvement of teaching and administrative staff's information literacy.

Colleges and universities should promote the training of information technology
tools and equipment commonly used in teaching, scientific research,
management and service.

Colleges and universities should train and encourage teachers to use information
technology to explore teaching reform and assist scientific research innovation.
Higher education institutions should strengthen the construction of teaching staff
in information literacy education to meet the needs of corresponding disciplines

in higher education institutions.

6. 3. 3 Student Information Literacy Education

a)

b)

Colleges and universities should promote the popularization and deepening of
students' information literacy education, and systematically and targetedly
improve students' comprehensive information literacy level.

Colleges and universities should encourage teachers to actively carry out
embedded teaching of information literacy, promote the organic integration of
information literacy knowledge with professional courses or general courses, and
improve students' professional quality. Information literacy course teachers work
closely with professional or general course teachers to complete the course

teaching. (Optional)

7 Application Service

7.1

Overview

The application service construction of digital campuses in colleges and universities

should follow the principle of application-driven and data integration, and support the

training of talents, teaching and research, management services, exchange and

34 / 55



cooperation, cultural inheritance and other businesses around the reform and
development goals of colleges and universities, so as to provide intelligent services for
teachers and students' campus life.

Application services can be divided into three layers from bottom to top: lower-level
basic application services provide school-level basic services for various service
applications of the whole school; Middle-level business applications should be able to
support the service activities of all units on campus; The upper-layer human-computer
interaction interface integrates and merges processes, data, and information to provide
users with simple and friendly information services. In addition, with the accumulation of
school information resources and the development of data analysis related technologies,
the application of decision support type can be included in the scope of digital campus
construction.

The general requirements for the application service construction of digital
campuses in colleges and universities are as follows:

a) According to the colleges and universities’ own characteristics and application
needs, unified planning, step by step to build safe, stable and reliable application
services.

b) It should cover the main service activities such as teaching and research,

management services and park operation.

¢) Itshould adapt to the development of campus services, attach importance to user
experience, implement user-centric integration, convergence, and expansion,
support cross-domain service collaboration, and implement one-stop application
service processing.

d) Relevant technical specifications and information standards should be followed,
and the relevant information resources of the colleges and universities should be
fully utilized to build application services. At the same time, as the source of
corresponding information resources, the application service system should also
accumulate information resources.

e) The requirements for information disclosure, data submission and data sharing

of higher-level departments shall be met.
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f)

9)

h)

)

While paying attention to the construction of transaction processing business
systems, we should strengthen the construction of transaction analysis
application systems, make full use of information resources, data analysis,
artificial intelligence and other emerging technologies, and provide users with
more intelligent services.

Be able to integrate with relevant social and government information systems.
(Optional)

International support can be provided according to the needs of the colleges and
universities. (Optional)

Supports the microservice architecture and container technology. (Optional)

7.2 Basic Application Service

Colleges and universities should build an open and unified basic application service

platform at the school level, strengthen the basic application service capability, promote

the rapid implementation, effective integration and continuous innovation of application

systems, and better serve all units and users of colleges and universities. Common basic

application services in digital campus construction include but are not limited to identity

management, process service, payment service, message service, calendar service,

report service, audio and video service, location service, and application management.

a)

Identity management: provides identity management and authentication services
for applications, supports user and role, authorization and authentication
management, common authentication modes, application roaming and
application management, and standard open authorization protocols.

Note 4: Industry standard protocols for open authorization include but are not limited to CAS,

SAML, oAuth, and OpeniD.

b)

Process service: provides process services for each application. Common
process modes such as sequential, parallel, conditional branch, rollback, and
sub-process are supported. Visualized process modeling and form design are
supported. Flexible permission configuration is supported.

Payment service: provides payment services for applications, supports

mainstream payment methods, and can be interconnected with mainstream
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payment platforms.
Note 5: Expense payment services include but are not limited to tuition fee payment and
canteen catering.

d) Message service: provides message services for applications, supports
mainstream message notification channels, such as messages, email addresses,
SMS messages, and instant messaging, and supports authorization management,
message management, and configuration management.

e) Calendar service: provides calendar services for users and applications, supports
basic calendar functions, personal calendar, group calendar, and public
calendars, mainstream calendar protocols, and data synchronization with
common calendar clients.

f)  Report service: provides capabilities such as data source access, data rule
processing, data model creation, visualized analysis, and large-screen display for
users and applications.

g) Audio and video services: Provides audio and video conferencing, live broadcast,
and VOD services for users and applications. (Optional)

h) Location service: Provide maps and location services for applications.
Authoritative map data should be used and relevant national laws and regulations
should be strictly observed. (Optional)

i)  Application management: Manages basic application services and campus
service application systems, supports application identity management and
authentication, supports application service registration, online and offline, and
permission management, supports application running status monitoring, and

supports application usage statistics and analysis.
7.3 Service Application

7.3.1 Overview
The business application in the digital campus of colleges and universities provides
support for the education and teaching, scientific research, management service and

park operation, and is an indispensable part of the business activities of modern colleges
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and universities. The construction of service applications should be oriented to

application requirements and support the operation and innovation of various services in

colleges and universities.

7. 3.2 Teaching and Research

Talent training and scientific research are the core functions of institutions of higher

education. The business application system shall provide support and services for the

whole process of teaching and scientific research, including but not limited to the

following main services:

a)

b)

d)

Teaching activities: Support teachers to prepare lessons, teach information
release, student learning, teacher-student interaction, homework, test, evaluation
and other major teaching activities; Support online teaching, classroom teaching,
and online and offline hybrid teaching. Support the use of intelligent technology
to build intelligent student partners, intelligent teaching assistants, virtual teaching
environments and spaces.

Teaching management: Support teaching conditions and resource management
such as classrooms, courses, teaching materials, courseware, and achievements.
Support the management of teaching processes and links such as training
programs, teaching plans, opening, scheduling, selection, examination,
achievement, and evaluation; Support the management of social practice,
innovation and entrepreneurship, subject competitions, and thesis training;
Support the management of the academic training process for graduate students.
Scientific research collaboration: Provide literature, scientific data, and scientific
computing services for scientific research, support online collaboration of
scientific research teams, and provide functions such as message release,
document sharing, communication and interaction, and activity management.
Scientific research management: support the management of scientific research
institutions, teams, personnel, projects, contracts, funds, achievements, and

awards.
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7. 3.3 Managed Service

The service application system provides support for various management services of

the colleges and universities, including but not limited to the following main services:

a)

b)

d)

9)

Office publicizes: Support the daily office and publicity service of the colleges and
universities, such as publicity, document, meeting, and affairs, and support the
party and government office business, such as the Party and mass, legal affairs,
discipline inspection, supervision, audit, and inspection.

Student management: support the management of enrollment, orientation,
registration, student status, rewards and punishments, loans and supplements,
associations, internationalization, degrees, employment, graduation and
departure.

Human resource management: supports the recruitment, admission, contract,
allocation, compensation and benefits, evaluation and appraisal, job level,
training and development, retirement, resignation, and file management of
various faculty and administrative staff.

Equipment asset management: supports the management of the whole process
of purchasing, using, allocating, and scrapping various assets and equipment.
Laboratory management: Support the management of laboratory establishment,
safe operation, open services, and special supplies.

Financial management: supports accounting, budget and final accounting, fund,
bill management, charge and reimbursement management, salary, remuneration,
welfare, allowance payment, and tax determination management.

Other management services: Support foreign cooperation, alumni, lifelong

education, etc.

7. 3.4 Campus Operation

Campus operation is an important part of digital campus construction based on

infrastructure and basic applications such as campus Internet, Internet of Things, and

location services. Campus operation related applications may typically include, but are

not limited to, the following:
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a)

b)

c)

Support campus operation and logistics services such as campus building
management, environmental monitoring, safety management, traffic
management, catering services, consumer services, transaction services, and
health care services.

New technologies such as the Internet of Things, image and speech recognition,
and data analysis should be fully utilized to provide intelligent campus services.
Supports data sharing and service integration with other digital campus

applications. (Optional)

7.4 Human-computer Interaction Interface

The construction of digital campus applications in colleges and universities should

pay attention to user experience and human-computer interaction interface design and

construction. The human-computer interaction design integrates, organizes, and

integrates the information and services provided by service applications and service

systems to provide simple and friendly services for all types of users. In various

construction projects of digital campus, the following items can be considered in the

human-computer interaction interface:

a)

b)

c)

It can provide a user interface for users to use the achievements of digital campus
construction by using intelligent portals, office halls, mobile entrances, and
intelligent terminal devices.

The human-computer interaction interface should organize information and
services in a user-centered manner, provide personalized services for users, and
pay attention to user experience.

The user interface must support mainstream terminals.

Note 6: Mainstream terminals include but are not limited to desktop computers, laptops,

mobile phones, and tablets.

d)

The application interface must support mainstream operating systems and front-
end interface applications (such as main browsers), and the support must be
clearly marked.

The main systems and applications of the colleges and universities should keep

the interface style relatively unified, the interface layout relatively consistent.
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(Optional)
f)  The man-machine interaction interface supports international communication as
required. (Optional)

7.5 Decision Support

In the construction of digital campuses in colleges and universities, while
strengthening the construction of transactional applications, colleges and universities
should attach importance to the construction of transactional analysis applications, make
full use of information resources in colleges and universities, build decision-making
support applications, and strengthen the monitoring of the overall situation, important
business and key links of colleges and universities. To provide support for the decision-
making of various users of colleges and universities and the reform of higher education
evaluation. Requirements for the construction of decision support applications are as
follows:

a) The colleges and universities should make full use of campus information

resources and construct decision support system.

b) The colleges and universities should build a personalized decision support
system for all kinds of users based on the application requirements and the
decision-making objectives and requirements of different users.

c) According to the actual situation, the appropriate application mode should be

used to build the decision support system.

8 Cyber Security

8.1 Overview

The cyber security work in colleges and universities shall comply with the Cyber

Security Law of Jordan related to graded cyber security protection.
8.2 Infrastructure Security

8.2.1 Overview
Infrastructure security includes physical environment security, wired cyber security,
wireless cyber security, |0T facility security, and campus private cloud platform security.

All password encryption technologies on campus network shall adopt secure encryption
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algorithms, and the encryption certificate shall be issued by authorized institutions.

8. 2. 2 Infrastructure physical environment security
Colleges and universities shall complete the construction of physical environment
security in accordance with the requirements of MOHE and other standards related to

cyber security grade protection.

8. 2. 3 Wired Cyber Security
a) The campus wired network must have a monitoring and defense mechanism in
the horizontal and vertical directions to prevent external threats and internal
attacks from spreading.

b) The border areas between the Internet and campus network must have cyber
security monitoring and alarm capabilities.

c) The core switching area must be capable of detecting traffic and analyzing user
traffic. The core area must have the basic network traffic analysis capability to
provide data source support for the use of big data and artificial intelligence
technologies.

d) The access area must have the data collection or sampling capability to provide
basic data support for data security warning.

e) Network construction should be divided into areas by service object, service
importance, and service construction phase.

f) Colleges and universities should strengthen the linkage of each node of the
network, and strengthen management and linkage with cyber security

management as the center.

8. 2.4 Wireless Cyber Security
a) The authentication function must be provided for mobile Internet access, and the
authentication server authentication or the password module approved by the
State Cryptography Institute must be used for authentication.
b) Measures should be provided to detect the access behavior of unauthorized

wireless access devices and unauthorized mobile terminals.
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c)

d)

It should be able to detect network scanning, DDoS attacks, password cracking,
and man-in-the-middle attacks on wireless access devices.

Wireless networks must be authenticated by real names and retained by network
behavior audit according to the requirements for graded cyber security protection.
In addition, the wireless network control system must be able to exchange data
(including control data and traffic data) with the cyber security management
platform or cyber security situational awareness system to ensure rich data

sources.

8.2.5 loT Facility Security

a)

b)

d)

f)

The physical environment of the sensing node device of the loT should not
physically damage the device environment.

The physical environment where the sensing node device is located should reflect

the environment status normally.

The physical environment where the sensing node devices are located should not

affect the normal operation of the sensing node devices, such as strong

interference and electromagnetic shielding.

Ensure that only authorized awareness nodes can access the network.

The communication between the sensing node and the sensing gateway can be

restricted, so as to avoid the attack behavior of the unknown address.

loT security needs to be deployed.

8.2. 6 Campus Private Cloud Platform Security

a)

b)

When devices on the private cloud platform of the campus network are remotely
managed, a two-way authentication mechanism must be established between the
management terminal and the cloud platform. Remote login to VMs and platforms
must be performed through the O&M bastion host.

The campus private cloud platform should allow campus branches, campuses,
departments, or independent service management organizations to set access
control policies between different VMs. When VMs are migrated, access control

policies are migrated with the VMs.
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c)

d)

The campus private cloud platform should be able to detect resource isolation
failure between VMs, unauthorized creation or restart of VMs, malicious code
infection, and spread among VMs, and generate alarms.

The private cloud platform of the campus network must provide OS images or OS
security hardening services for important service systems.

The campus private cloud platform must provide the VM image and snapshot
integrity check function to prevent VM images from being tampered with.

The campus private cloud platform must adopt the password technology or other
technical measures to prevent unauthorized access to sensitive resources in VM

images and snapshots.

8.3 Information System Security

8. 3.1 Overview

Information systems refer to software systems such as websites, mobile

applications, and service platforms. Before the information system goes live, the

protection level shall be classified according to the requirements of MOHE. After the

classification, the security protection shall be carried out according to the basic

requirements of MOHE.

8. 3.2 Host Security

a)

b)

d)

Identity authentication: Users who log in to the operating system and database
system must be identified and authenticated.

Access control: The access control function should be enabled to control users'
access to resources according to security policies. Restrict the access rights of
default accounts, rename default system accounts, and change the default
passwords of these accounts. Delete redundant and expired accounts in a timely
manner to avoid sharing accounts.

For intrusion prevention, the operating system must comply with the minimum
installation principle. Only required components and applications must be
installed and system patches must be updated in a timely manner.

To prevent malicious code, install anti-malicious code software and update the
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e)

anti-malicious code software version and malicious code library in a timely
manner.

Link encryption technologies or response security devices, such as VPN
encryption technologies and dedicated point-to-point encryption devices, must be
used to access network devices, hosts, databases, and service systems outside

the campus.

8. 3. 3 System and Application Security

8.4

a)

b)

c)

d)

e)

f)
9)

h)

Identity authentication: Users who log in to the information system shall be
identified and authenticated. A mechanism shall be provided to limit the number
of illegal logins and to automatically log out.

Access control: The access control function should be provided to control the
access of user groups/users to information system functions and user data. The
access control policy should be configured by the authorized subject, and the
default user access permission should be strictly restricted.

Communication integrity: The method of agreed communication mode shall be
used to ensure the integrity of data during communication.

Software fault tolerance: Data validity check and data validity guarantee should
be provided.

Software usability should ensure the friendliness and convenience of interaction
between the system and the platform.

Backup and restore important information.

Secure protocols should be used for file transfer within and between campus
networks. Data exchanged between security zones and between service systems
must be encrypted for transmission.

All password encryption technologies on campus network shall adopt secure
encryption algorithms, and encryption certificates shall be issued by authorized

institutions.

Information Terminal Security

Information terminals refer to all computing devices that can access the network,
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such as personal computers, mobile terminals, Internet of Things devices, and industrial

control devices.

a)

b)

d)

All terminals must be authenticated and managed to ensure the security of
terminals.

Terminals that have universal operating systems, such as PCs and mobile
terminals, must be installed with antivirus and antivirus tools, and system patches
must be updated regularly and virus scanning must be removed.

Special devices such as 10T devices and industrial control devices need to be
periodically tested and evaluated, and software versions need to be maintained
and updated in a timely manner to reduce security threats.

Use technical measures to restrict the use of mobile storage devices in important
terminals and servers. If the use is really necessary, use anti-malicious code tools
to scan and kill viruses on mobile storage devices.

The internal important data and file processing terminals of colleges and
universities shall adopt the DLP data leakage prevention system to encrypt
important files and data, and control the processing and transmission of important

files.

8.5 Data Security

The data generated by digital campus related systems is large and related to the

privacy of teachers and students. Therefore, protection measures should be taken for the

data generated by digital campus related systems.

a)

b)

The integrity of important data during transmission and storage must be ensured
by the verification or password technology, including but not limited to
authentication data, important service data, important audit data, important
configuration data, important video data, and important personal information.

The confidentiality of important data during transmission and storage must be
ensured by the cryptographic technology, including but not limited to
authentication data, important service data, and important personal information.
Colleges and universities should provide local data backup and recovery

functions for important data. Provide the remote real-time backup function, and
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d)

e)

9)

h)

k)

use the communication network to back up important data to the backup site in
real time. Hot redundancy should be provided for important data processing
systems to ensure high availability of the system.

The collection, storage, use, sharing, transfer and public disclosure of personal
information in colleges and universities shall comply with the requirements of
MOHE.

Colleges and universities shall only collect and store the personal information of
users necessary for business, and shall prohibit unauthorized access and illegal
use of the personal information of colleges and universities’ leaders, employees,
teachers, students, etc. Third-party companies involved in access to personal
information should sign a security non-disclosure agreement with the colleges
and universities.

Without the formal authorization of the school, cloud service providers or third
parties are not authorized to use or spread cloud data.

During VM migration, the integrity of important data must be ensured by the
verification code or password technology. If the integrity is damaged, necessary
recovery measures must be taken.

Colleges and universities should have a key management system to ensure the
encryption and decryption of data.

Each campus, branch, department, or independent service management
organization must save backups of related service data locally on the cloud.

The private cloud platform of the campus network should provide the capability
of querying data and backup storage locations.

The storage service provided by the cloud service provider must ensure that data

has several available copies and the contents of the copies must be consistent.

8.6 Content security

Colleges and universities should establish a security inspection mechanism for

network content release, establish security management policies in accordance with

MOHE, and report alarms to websites and hew media that violate the policies according to

the security management policies, so as to ensure the compliance of website content.
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Colleges and universities may use website content inspection products to detect,

record and analyze the information contained in objects such as text, pictures, documents,

audio and video, dark links and wrong links on web pages through data collection and

analysis, and promptly rectify the content found to be illegal.

8.7 Security Management

8.7.1 General Requirements

a)

b)

c)

d)

e)

9)

h)

The cyber security management of digital campus needs to be protected from two
dimensions. Vertical security protection mainly faces the interconnection between
campus network and Internet and education network, and horizontal security
protection mainly strengthens the internal security of campus network.

The cyber security management of digital campus should be monitored, protected
and early warning from the terminal, network and data center.

Cyber security management and network O&M should implement data exchange
between management and data flows, and unified management and collaboration.
Cyber security management should make full use of the data collection and log
recording capabilities of each node on the network, and correlate and analyze the
data generated by the management layer network and the data traffic layer
network to give full play to the management value.

Cyber security management should make full use of new technologies, such as
big data and artificial intelligence, to fully analyze and explore the value of the
generated data to ensure the overall operation security of the digital campus.
The security audit function should cover all users and audit important user
behaviors and security events.

Audit records should include the date, event, user, event type, whether the event
was successful, and other audit-related information.

The system administrator should be authenticated and allowed to perform system
management operations only through specific directories or operation interfaces,
and these behaviors should be audited.

Monitor the health of network links, security devices, network devices, and

48 / 55



K)

servers in a centralized manner.
Security policies, malicious code, and patch upgrade should be centrally
managed.

Identify, analyze, report, and handle various security events on the network.

8. 7.2 Cyber Security Risk Insight Mechanism

a)

b)
c)

Network traffic, network device logs, security device logs, and data center logs
are integrated into data. Big data technologies are used for correlation analysis,
and data value insights into security risks are explored through statistics, cross-
connection, and correlation.

Provides the security event prediction and warning function.

Be able to analyze and judge the development trend of cyber security risks, and
be able to analyze and summarize the superimposed, linked, magnified, and

induced effects of cyber security risk evolution.

8. 7.3 Cyber security risk prevention and control mechanism

Cyber security focuses on prevention, strengthen cyber security risk analysis,

judgment, and prediction, and avoid cyber security incidents. Once a cyber security

incident occurs, a cyber security emergency response plan should be initiated to

effectively control cyber security incidents and risks from accumulation, spread, and

escalation in a timely manner.

a)

b)

d)

Build a cyber security situational awareness platform, strengthen the prediction,
prediction, warning, and prevention of cyber security risks, and implement the
pre-positioning of cyber security defense.

Build a multi-layer, in-depth, intelligent and dynamic cyber security assurance and
defense system to ensure cyber security risk protection and emergency response.
Colleges and universities will build a team of network public opinion consulting
experts and a database for emergency handling of network public opinion.

Cyber security management realizes overall coordination, department

collaboration, and linkage.
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8. 7.4 Cyber Security Risk Governance Mechanism

a) The top-level cyber security design enables full coverage, no blind spots, no
weaknesses, and seamless connection of cyber security, content management,
and technical protection, and builds an overall framework for cyber security risk
governance.

b) Colleges and universities will build a four-level cyber security management and
collaboration mechanism covering campuses, departments, and individuals, and
form a cyber security work mechanism with strong overall coordination, efficient
departmental collaboration, and smooth linkage. The cyber security responsibility
system and performance appraisal methods have been effectively implemented.

c) Colleges and universities will build a full-time cyber security management and
technical team, cultivate and improve the new network media and information
literacy of faculty and administrative staff, participate in the cyber security team,
and realize the coordination of social cyber security forces. Cyber security
competitions, education and training, and cyber security emergency drills will be

normalized.

9 Guarantee System

9.1 Overview
In order to standardize the construction, management and operation of digital

campuses in colleges and universities, ensure the orderly development of
informationization construction, maintain the security, stability and reliability of network and
information systems, and give full play to the important role of network and information
systems in teaching, scientific research and management services as public service
systems in digital campuses, institutions of higher education should take into account the
actual situation. The digital campus guarantee system is standardized from the aspects of
organization, personnel team, rules and regulations (management), standards and norms
(technology), fund guarantee, operation and maintenance service, and comprehensive
evaluation. Through the construction of the guarantee system, a good environment is
created for the informationization work of colleges and universities. General requirements

for the construction of the guarantee system:
a) There should be a clear organizational structure and operating mechanism.

b) Unified and complete rules and regulations of the school should be formulated.
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c)
d)

f)
9)

There should be a stable and professional technical team.

There should be unified, standardized, scientific and compulsory technical
standards.

There should be stable investment of funds and standardized management
methods of funds.

Continuous and stable O&M services should be provided.

There should be scientific and perfect evaluation standards and systems.

9.2 Organizational Structure
Higher institutions of higher education should improve the organizational structure

for the development and construction of informationization at the two levels of the

university and college.

a)

b)

The school-level cyber security and informationization leading group shall be set
up as the highest management and decision-making organization for the cyber
security and informationization work and the construction of digital campus.

The two-level institutions responsible for informatization construction are
responsible for digital campus, cyber security, and informatization development
strategies, special planning, project construction, management, and O&M. They
are committed to using information technology to promote the reform and
development of school education, promote the construction of digital campuses,
and provide information-based public services for teachers and students' study,

scientific research, management, and life.

9.3 Team
Colleges and universities should establish a professional team of digital campus

informationization with reasonable echelons, strong sense of responsibility, stable and

reliable, set up information management and professional technical posts at two levels,

set up clear post responsibilities, and support all kinds of informationization work, and

take into account the development of informationization and the needs of the work. We

will continue to improve the professional knowledge and business skills of informatization

staff to ensure the effective progress of informatization work.

a)

Colleges and universities should establish a two-level cyber security and
informatization primary responsible person system. As the primary responsible

person of the school cyber security and informatization leading group, the leader
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of the school cyber security and informatization leading group should generally
be the main responsible person of the school, mainly responsible for the planning
and decision-making of the school cyber security and informatization.

b) The personnel of the second-level institutions responsible for informationization
construction shall be responsible for the planning, construction, operation,
maintenance and service of informationization development in colleges and
universities.

¢) The composition of the information personnel of the second-level institutions of
higher education shall include the primary responsible person for the cyber
security and informationization of the second-level institutions, the leaders in
charge of the cyber security and informationization, the contact person for the
informationization work of the second-level institutions, and the system
administrator to manage the cyber security and informationization work of the
department.

9.4 Rules and Regulations

Colleges and universities should comprehensively standardize the construction and
management of digital campuses, establish sound rules and regulations, and promote
the rational and orderly implementation and sustainable development of
informationization. The formulation of management methods for digital campus
construction and management should be strengthened, including but not limited to
network and information security management, data management, campus network
construction and operation management, campus card management, information
construction project management, website and information system management.
9.5 Standard

Colleges and universities should formulate technical standards and norms related to
digital campus construction to ensure the smooth development and sustainable
development of digital campus construction.

a) The construction of data standards shall comply with the requirements of MOHE,
and shall be formulated with reference to Chapter 6 of this specification and

according to the actual needs of colleges and universities. Standardize the
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b)

c)

d)

e)

standard structure of data elements to ensure data consistency, facilitate data
exchange and sharing, and improve information processing efficiency.

The construction of network and information security technical specifications shall
comply with the requirements of Chapter 9 of this book and formulate the network
and information security technical specifications of colleges and universities in
combination with the needs of colleges and universities.

The construction of the central computer room of the digital campus shall comply
with the provisions of MOHE, and shall formulate standards and specifications
with reference to Chapter 5 of this specification and the requirements of colleges
and universities.

Network engineering construction shall be based on Chapter 5 of this
specification and according to the requirements of colleges and universities,
formulate network engineering planning and design, equipment and materials,
construction and wiring, and safety management standards and specifications.
Under the framework of the overall technical planning of the colleges and
universities informatization, the standards and specifications for the whole
process of requirement analysis, design and development, test and evaluation,
deployment and implementation, and acceptance of the informationization

construction project shall be formulated.

9.6 Fund Guarantee

Continuous investment is the basic guarantee for the sustainable development of

digital campus. Colleges and universities should ensure the proportion of digital campus

construction and operation funds in the annual funds of schools and increase moderately.

a)

b)

It should be clear that the main and second-level institutions responsible for
information construction are responsible for the unified management of digital
campus construction funds, and that multiple construction and repeated
construction should be avoided in accordance with the principles of overall
planning, intensive and sharing, and the efficiency of using digital campus
construction funds should be improved.

All departments shall establish and improve the coordination mechanism of
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informatization work. All projects involving digital campus informatization shall be
reviewed by the main and second-level organizations responsible for
informatization construction.

c) The construction and operation and maintenance funds of digital campuses
should be arranged in an overall manner, and the operation and maintenance
funds and construction funds should be invested in an appropriate proportion.

9.7 O&M Service

The O&M service is an important guarantee for the digital campus construction to
smoothly support campus services and serve teachers and students. The O&M service
adopts relevant management methods and technical means to maintain and manage the
operating environment and service system, and provides technical support and IT
services for users such as teachers and students. Construction requirements are:

a) The infrastructure and information system related to the digital campus shall be
effectively maintained to ensure the stable operation of all systems and
equipment.

b) Establish an end-to-end service system from user repair application, on-site
processing, and post-event feedback, establish a stable O&M service team, and
formulate unified service specifications and service processes to provide users
with high-quality and timely services.

c) Build a full-network service information interaction platform to provide multi-
terminal and multi-application services. Provides the O&M service hotline service.

d) Provide convenient offline services, set up digital campus one-stop service hall
and distributed self-service equipment, and set up standard signs in service
places.

e) All types of training should be provided for digital campus users and the training
should be continuous.

f)  In order to provide more high-quality and efficient information services for digital
campus users, qualified institutions of higher education should apply for ISO, ITIL

and other standardized operation and maintenance, service certification.
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9.8 Evaluation System

The construction of digital campus is a continuous process. The establishment of

appropriate evaluation system and the evaluation of the construction and application

effect of digital campus will help promote the construction of digital campus in colleges

and universities.

a)

b)

The Design of Digital Campus Evaluation System Should Follow objectivity The
principles of integrity, guidance, scientificity and development should run through
all stages of the digital campus, analyze and diagnose the phased construction
and application effect, and put forward suggestions and suggestions for
improvement.

The evaluation content of digital campus should include the level and degree of
planning, construction, operation and maintenance service, user quality, and the
completeness and scientificity of the guarantee system.

The digital campus evaluation method can be advanced, intelligent and timely,
and can be implemented by new technical means such as artificial intelligence

and big data analysis.
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